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Abstract— Microblogging is a popular form of online social
networking activity. It allows users to send messages in a
one-to-many publish-subscribe manner. Most current service
providers are centralized and deploy a client–server model with
unencrypted message content. As a consequence, all user behavior
can, by default, be monitored, and censoring based on message
content can easily be enforced on the server side. A distributed,
peer-to-peer microblogging system consisting of mobile
smartphone-equipped users that exchange group encrypted
messages in an anonymous and censorship-resistant manner
can alleviate privacy and censorship issues. We experimentally
evaluate message spread of such systems with simulations that
run on a range of synthetic and real-world mobility inputs,
thus extending the previous work. We show that such systems
are feasible for a range of mobility and network settings, both
under normal and under adversarial conditions, e.g., under the
presence of nodes which jam the network or send spam.
Index
Terms— Microblogging,
anonymity,
censorshipresistance, peer-2-peer, mobile networking, simulation.

I. I NTRODUCTION

M

ICROBLOGGING is a popular form of Online Social
Networking (OSN) activity. It is part of an area of OSN
known as micromedia, where users share small snippets of
content media such as text, images or video. Specifically, we
focus on microblogging of small text messages. Users can
subscribe to another user’s channel or create message channels
themselves. A service broadly used to this end is Twitter.
Client-server architectures back most of the existing
microblogging services, and hence message content is visible
to service operators. Confidentiality is thus not addressed and
service providers might analyze all user-generated content.
Moreover, not only message content but the whole user activity
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is transparent to providers, for instance, received and sent
messages as well as group subscriptions.
Another issue is the susceptibility of the servers for
censorship. All messages are relayed over them and messages
can thus be stricken out depending on their content, sender,
or receiver, hence interfering content spread according to
some censorship policies. Furthermore, centralized systems
are vulnerable to local Internet outages, either unintentionally,
e.g., power grid failures, or intentionally, e.g., Internet
shut-downs via ‘kill-switches’. In both cases such systems
cease to function.
To overcome the aforementioned issues, and based on
the proposals presented in [1]–[3], we thoroughly evaluate and analyze the feasibility of a mobile distributed
microblogging system consisting of users carrying their mobile
devices. We extend the work of [1], whose system goals are
anonymity, message confidentiality, and censorship-resistance.
All messages are encrypted under a group key, and they are
stored across all nodes in a decentralized fashion. In particular, we evaluate a system where message propagation is
carried out using local, point-to-point communications taking
place between close pairs of nodes; stressing that this is a
middleware-free scenario without orchestrating entities.
Our contributions are as follows:
• We experimentally show the feasibility of our mobile
microblogging system using simulations with both synthetic and empirical mobility datasets.
• We simulate different networking setups to gain insights
on how they affect message spread.
• We evaluate the system under adversarial conditions,
discuss its privacy, and state lessons learned.
The rest of the article is structured as follows: an overview
of the system is given in Section II. Section III details the
different synthetic and empirical mobility datasets used to
conduct the simulations, followed by the evaluation of the
simulation results in Section IV. Section V deals with the system’s performance under adversarial conditions. In Section VI
we discuss our findings. Section VII treats related work, and
Section VIII concludes the paper.
II. S YSTEM OVERVIEW
We consider microblogging systems implemented as a
decentralized, distributed peer-to-peer network made up of
mobile nodes, similar to those described in [1]. Nodes consist
of humans carrying a mobile device (such as a smartphone),
who create microblogging messages and propagate them using
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Fig. 1.

Schematic overview of the microblogging system.

peer syncs, i.e., direct wireless links established between pairs
of nodes.
We use the schematic overview depicted in Figure 1 to
describe the functioning of the system: nodes belong to groups,
and each node has an asymmetric group key for each of the
groups it belongs to, in order to be able to encrypt and decrypt
messages belonging to those groups. These keys are stored in
a node’s key store, e.g., the keys of Node1 .
Group keys are exchanged beforehand based on existing
social relationships and trust. When nodes physically
encounter, they can extend group memberships passing groups
keys to one another, so that newcomers can join already
existing groups. Therefore, key management and key exchange
need to be addressed. The key exchange can, for example,
be conducted by using near field communication (NFC), or
by using a quick response code (QR-Code). This facilitates
joining a group reliably and reduces misuse of group keys.
However, there are still some inevitable risks since our system
has been designed to be an open one.
Each node maintains its local storage of encrypted messages, containing messages not only of its own groups but
also of those other groups it is not affiliated to, and thus
unable to decrypt. All messages are encrypted under a public
group key. In this way, a decentralized storage of messages is
created across all nodes. Any node can encrypt a newly created
message by using one of its public group keys, and put it in its
local storage for further propagation. New messages created by
a node are also directly put in the send buffer once they are created to effectuate a timely dissemination of the new message.
Send buffers contain the messages to be exchanged in
peer syncs. These messages are already encrypted, and are
re-encrypted each time before being placed in the send buffer
to guarantee message unlinkability. Prior to each peer sync a
send buffer is filled following a fixed synchronization strategy,
which determines how nodes select the messages that are
to be placed in the send buffer out of their local storages.
We deploy two different sync strategies: Random (RD) and
Prioritized (PR p ) peer-syncing. For RD, all slots in the send
buffer are filled uniformly at random out of all messages in
the local storage. For PR p , a fraction 0 ≤ p ≤ 1 determines
the amount of slots reserved for messages from groups the
node is a member of. PR0.4 syncing thus means that 40%
of the send buffer is filled with messages from groups the
node is a member of, and 60% is filled uniformly at random
with messages from other groups. This PR p synchronization
strategy allows to prioritize own messages.
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Peer syncs propagate the messages and are initiated
whenever two nodes are in proximity of each other. During
a peer sync two nodes, i.e., Node1 and Node2 , bidirectionally
exchange their prepared send buffers. This happens through
a direct wireless point-to-point link established between the
nodes for this purpose once they are in communication range.
Upon receiving a send buffer, a node has to decrypt each
message and check if it belongs to one of the groups it
is a member of by using its private group keys. Then the
messages are sorted into its local storage. Thus, messages are
eventually distributed across the nodes within the network.
Since in this delay-tolerant networking setting direct node
encounters are, by design, the only means of propagating
messages, the movement patterns of the nodes are responsible
for how fast and to what extent messages spread. Sparsely
connected movement patterns will only see a message spread
as reflected by the number of node encounters that take place.
Therefore, if the number of node encounters is lower, then the
resulting message spread will also be lower.
To achieve unlinkability—and thus anonymity—all nodes
have to re-encrypt the encrypted messages each time before
being resent in a peer sync. The cryptographic scheme must
allow any node to re-encrypt any already encrypted message,
regardless of whether the node is in possession of that specific
group key pair or not. Any node is thus able to re-encrypt any
message—from both its group messages as well as others—
only by using the ciphertext of the encrypted message, and
is able to transform it into a new ciphertext; a process that
can be iterated repeatedly. Re-encryption prevents the tracing
of messages by making them unlinkable, i.e., the ciphertext
of a message received by a node is always different from the
ciphertext of the same message being sent out by a node in a
peer sync. To decrypt a message a node has to check to which
group the message belongs to by brute forcing with all the
group keys it has, since the ciphertexts do not contain group
IDs to guarantee anonymity. However, for each key only a
singular decryption is needed to obtain again the plaintext of
a re-encrypted message, regardless of how many times it has
been re-encrypted before. To that end, a cryptographic scheme
capable of universal re-encryption such as [4] has to be used.
Sender-receiver anonymity is thus achieved unlinking inand outgoing messages relayed from node to node via peersyncing, and selecting messages pooled in the local storages.
On the other hand, confidentiality is accomplished encrypting all messages. Finally, censorship-resistance relies on the
decentralized, distributed nature of the peer-to-peer system.
III. M OBILITY E VALUATION
To measure the performance of the microblogging system,
we conduct discrete, event-based simulations that emulate the
behavior of smartphone users. Since nodes only exchange
a message when they physically encounter other nodes, the
mobility input is a crucial ingredient: the contacts between
nodes determine the underlay network on top of which the
communication takes place, and have an impact on the success
of spreading a message across the network.
In this section we analyze the mobility input to our simulation. We use opportunistic networking metrics to characterize
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the input mobility scenarios, so that we can describe the
conditions under which our system is functional in terms
of the achieved message spread, the core metric we use to
characterize the proposed scheme.
We use two types of mobility data: real-world data collected
in three different scenarios, and synthetic data generated using
the BonnMotion [5] mobility framework. With the first we
try to understand the behavior of our communication scheme
under various real-world conditions. Since the collected realworld data does not represent the whole variety of application
scenarios, we also rely on synthetic mobility data in order
to determine the networking conditions, such as network
density and average number of neighbors, within which the
architecture is functional.
A. Opportunistic Networking Metrics
The performance of the message distribution scheme is
heavily dependent on the opportunities that nodes have to
meet and exchange data. In order to understand the impact of
mobility on the performance of our communication system,
we analyzed the datasets according to the following metrics:
• Node degree is the number of neighboring nodes that a
node has contact with, counted in periods of two hours.
• Contact duration indicates how long a pair of nodes meet
(in second)s.
• Inter-contact duration indicates how long a node is not in
contact with any other node (in seconds).
• Contacts per node per day is the number of meetings per
day a node participates in.
B. Empirical Mobility Data
To evaluate the system we used three real-world mobility
datasets:
• The Bluetooth dataset [6] contains the time intervals
in which 285 smartphone users are in range of each
other using Bluetooth as a communication technology.
The dataset spans a period of 120 days and was mostly
collected during an event at a congress center.
• The Nokia Mobile Data Challenge (NMDC) [7] contains
the GPS traces of 186 smartphone users over a period
of 576 days. The total gathered data spans over an area
of 224km times 344km. Most of the nodes remained in
the Lausanne region but some traveled as far as the center
of France, hence the large area.
• The SUVnet Traces [8] contains 30 days of mobility
traces of 4445 taxis from Shanghai and surrounding areas.
The GPS traces span over an area of approximately
193km times 222km. The data was obtained from the
Wireless and Sensor Networks Lab of Shanghai Jiao Tong
University.
Both the NMDC and SUVnet are based on the GPS traces
of mobile nodes. These traces were processed following the
BonnMotion [5] mobility framework in order to obtain a list
of meeting intervals for each pair of nodes, from which we
calculate the aforementioned metrics. Based on the timeline
of the recorded GPS traces, BonnMotion interpolates the
path of the nodes and infers when and for how long any

Fig. 2. Node degree, counted in 2h slots, changing over time due to node
mobility.
TABLE I
AVERAGE N ODE D EGREE AT D IFFERENT T IMES OF THE D AY

two nodes meet. The Bluetooth dataset already contained the
meeting intervals measured on the nodes.
From each dataset we extracted two sample sets in different
time frames. Our criterion was to select a range of a few days
with a high number of active nodes, since the participation rate
in the data collection process fluctuated. The entire datasets
run for several months, which is unnecessarily long for our
analysis. The used data samples are as follows:
• Congress1 and Congress2, extracted from the Bluetooth
dataset: approximately 3.25 days each, 40 and 162 nodes
respectively
• Lausanne1 and Lausanne2, extracted from the NMDC
dataset: 2.5 days each, 141 and 137 nodes respectively.
• Shanghai1 and Shanghai2, extracted from the SUVnet
Traces: 2.5 days each, 4366 and 4347 nodes respectively
For our analysis, we assume two nodes are in communication range and can be considered neighbors when the distance
between them is smaller than 15m. For practical purposes, this
distance is technology-dependent.
In the following paragraphs we describe the results of
our mobility analysis, which allow us to understand how
node movement affects message dissemination. A summary
of relevant statistics can be found in Table II for comparison.
1) Node Degree: To measure node degree we counted
the number of neighbors of each node over 2-hour periods.
All datasets exhibit a 24h periodic pattern, as can be seen
in Figure 2. We summarize the relevant results in Table I.
During daytime, node degree varies greatly in the Shanghai
and Lausanne datasets. In Shanghai, some nodes reached a
2h-count of 200 neighbors, possibly due to parking taxis
over night. In Lausanne there was a consistent group of
outliers with 60 to 70 neighbors in some peak times, which
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TABLE II
C ONNECTIVITY S TATISTICS OF THE D ATASET S AMPLES

Fig. 3. Distribution of the contacts lasting longer than t time. Observe that
in the Shanghai dataset only 10% of the contacts take more than 10 seconds,
all Congress contacts take between 2.5 and 60 minutes and, in Lausanne,
approximately 60% of the contact lengths vary greatly below the 15 minute
mark, while 20-25% take longer than 1 hour.

we attribute to university lectures. The network graphs of
Lausanne, Shanghai and Congress2 showed that some groups
of nodes tended to meet often but many others had few
neighbors, which explains the high node degree dispersity
shown in Table II. In Congress1, the network graph was more
homogeneous, resulting in a low deviation from the mean.
In the Congress dataset the node degree does not vary
significantly over the day, possibly because there were events
taking place until late night and attendees could be in the
building any time of the day or night. In Congress1 some nodes
reached 6 to 8 neighbors in a 2h-interval and in Congress2
some reached as many as 25 neighbors, potentially during a
popular event.
2) Contact Duration: As depicted in Figure 3, the Congress
dataset only contains contacts longer than 2 minutes. Most last
less than 7 minutes, with some reaching 15 minutes.
In the Lausanne datasets, approximately 40% of the contacts
are shorter than 2 minutes. We also observed that a significant
number of encounters (20%–30%) lasts longer than 1h. Given
that some participants were university students, this might
correspond to lecture periods.

Almost 90% of the contacts in the Shanghai scenario are
shorter than 10s, probably due to the vehicular nature of the
network, where nodes tend to cross each other’s paths at high
speed. Most of the remaining 10% of the meetings are shorter
than 2 minutes, possibly representing traffic jams or stops at
taxi centrals. Only a small fraction of the meetings last a longer
period.
3) Inter-Contact Duration: In all datasets most nodes can be
split into two groups: those that are almost always in contact
with at least another node, and those that are almost always
isolated. For comparison, we list the percentage of nodes with
typical inter-contact times of less than 15 minutes (frequent
contact) against that of nodes isolated longer than 24 hours on
average (strong isolation):
• 50% with frequent contact vs. 20-30% with strong isolation in the Congress dataset,
• 40-50% with frequent contact vs. 30-40% with strong
isolation in the Lausanne dataset,
• and 60-90% with frequent contact vs. 10-20% with strong
isolation in the Shanghai dataset.
Higher percentages of isolated nodes for a long period of time,
like in the Lausanne dataset, impact negatively the ability of
the nodes to spread new messages quickly.
4) Contacts per Node per Day: The number of contacts
per day strongly influences a message’s likelihood of reaching
new nodes. The three groups of dataset samples exhibit very
different behaviors:
• In the Congress dataset, the vast majority of the nodes has
less than 100 contacts a day. In Congress1 the distribution
of the number of daily contacts is quite homogeneous
between 0 and 100, with a slight increase between 40 and
60 contact per node. In contrast, in Congress2 there is an
inverse relation between the number of nodes and how
many daily contacts they have, ranging from 12% of the
nodes meeting less than 20 times a day to 2% of the nodes
meeting from 80 to 100 times a day. On average, a node
from Congress1 has 10 daily contacts, and in Congress2
that number rises up to 13.
• In both Lausanne datasets there is a significant number
of nodes (approximately 30%) meeting less than 10 times
a day. No nodes have more than 100 daily contacts.
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On average, each day a node has approximately 17
contacts.
• The nodes from the Shanghai dataset meet much more
often than the ones from the previous datasets. While
there are quite a few nodes (about 8%) with less
than 100 contacts per day, there is a significant number of
nodes (approximately 20%) that meet 500 to 2000 times
a day. On average, a node from Shanghai1 has 145 daily
contacts, while a node from Shanghai2 has 130.
Considering only both inter-contact duration and the average
number of contacts per day of a node, the Shanghai dataset
may provide the best communication opportunities. However,
the very short contact duration of the Shanghai dataset is
detrimental to the success of the communication scheme with
technologies that require a setup phase. In the remaining
scenarios, Lausanne exhibits longer meeting durations and a
higher node degree than Congress, which we expect to give an
advantage in message dissemination, however Congress has a
lower percentage of isolated nodes that may compensate the
difference.
C. Synthetic Mobility Data
Even though not every inhabitant of a city with a mobile
device will participate in mobile microblogging, the node
densities of the sampled data are orders of magnitude below
the densities of world cities. Additionally, the real world
datasets we used target specific subcommunities, and are
therefore not representative of all the possible usage scenarios
that our system may encounter. We must therefore evaluate
mobile microblogging over a wider range of conditions using
synthetic mobility models, in order to detect critical points at
which the scheme may stop working.
For the evaluation we generated mobility data with the
ManhattanGrid [9] and the GaussMarkov [10] models provided by the BonnMotion framework [5]. We varied the
number of nodes from 25 to 400 in steps of 25. The areas
ranged from 1 to 70 km2 in steps of 0.5km2. We consider
it is a reasonable range of synthetic data for this application,
since we only expect a subset of the population to use mobile
microblogging. We are therefore not attempting to emulate
real cities, which can be much more dense, but to determine
a density threshold from which point onwards our system is
feasible.
In both models, node degree decreases sharply for areas
higher than 10 km2 . While an increased number of nodes
always raises the node degree, this is more pronounced
from 1 to 5 km2 . GaussMarkov’s average node degree varies
between 0.0002 and 0.28, while ManhattanGrid’s ranges
from 0.0002 to 2.
The number of contacts per node per day strongly follows
the pattern of the node degree. For the GaussMarkov model,
this value ranges between 2.7 in the least dense scenario
and 59278.2 in the most dense. In ManhattanGrid, it varies
between 0.6 and 71321.1 contacts per node per day.
Varying the area and the number of nodes shows little
effect on contact durations. For GaussMarkov they range
from 17.5s to 22.5s on average, and from 17.6s to 29.5s for
ManhattanGrid.

Fig. 4.

Overview of the simulation.

IV. S IMULATION OF THE M ICROBLOGGING S YSTEM
The mobility input determines the network on which the
simulated microblogging system runs. The goal of the simulation is to gain insights on message propagation using
real empirical data as well as synthetic data. Parameterized
link settings are introduced to identify bottlenecks. We first
characterize the simulation runs and then present the results
thereof.
A. Simulation Setup
The message propagation is assessed with a discrete, eventbased simulation, which is run in rounds of 5 minutes duration,
the time in which two Bluetooth pairings can be conducted.
An overview of the simulation is given in Figure 4.
Taking the empirical and synthetic mobility datasets
analyzed in the preceding section as input, we simulate the
group assignments, message creation events and peer synchronizations of the nodes.
1) Group Assignment and Message Creation Events: Real
microblogging user behavior data serves as a basis for group
formation and message creation events [11]. The overall
pattern of group message creation events follows power law
distributions [12]. During simulations the group memberships
are static, i.e., there is no node churn.
2) Peer Syncs and Local Storage: The mobility patterns are
the foundation used to derive node connectivity. We determine
whether a given pair of nodes is eligible for a peer sync by
setting the maximum distance over which a peer sync can
take place to 15 meters based on Bluetooth characteristics.
A peer sync might also occur in those cases where contact
duration is too short for current technologies to establish a
link, e.g., the vehicular movements in the Shanghai datasets
(cf. Fig. 3). This is not the case for the Congress datasets,
in which all links established are based on actual Bluetooth
pairings with successful data transfers that took place during
data collection. Each peer sync makes a pair of nodes exchange
a send buffer with a specified number of messages drawn
according to a fixed synchronization strategy. Each node’s
local storage saves up to 10,000 messages and the latest
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incoming messages from a peer sync shift out the oldest
messages received (cf. Section II).
3) Parameterized Link Settings: bp is introduced as shorthand notation for parameterized link settings, with p being the
maximum allowed number of peer syncs per round and node,
and b being the size of the send buffer exchanged per peer
sync. Various link settings are used to assess their effects on
message spread and to identify bottlenecks. Bluetooth (20.1k )
link settings limit the number of peer syncs to 2, i.e., even in
a larger group, the node peer-syncs with at most 2 neighbors,
and the message send buffer is bounded to 100 messages, in
order to adjust the link capacity settings to a contemporary
transmission technology widely used. Unlimited (∞
max ) link
settings allow all possible links to be used for peer syncs,
and the send buffer and the nodes’ storages are unbounded.
The Unlimited link settings are chosen to test a hypothetical
upper bound for a possible message spread under conditions
unconstrained by a given transmission technology and local
storage. Note that the local storage is only unbounded for a
link setting of ∞
max , otherwise it is at 10,000 messages as
stated above. Also, the sync strategies Random and PR do not
have any effect for ∞
max syncing results.
B. Simulation Results
To evaluate the effectiveness of the microblogging system,
the global message spread metric σ is used, and it is defined as

recm
σ =

m∈M |groupm |

|M|

,

where M is the set of messages whose spread is monitored,
r ecm is the number of group members (including sender) who
received the message m, and |gr oupm | is the number of group
members belonging to the group under which message the
m has been encrypted. Consequently, if all group members
receive a message m, then its spread is 1 (full spread), and if
all messages are fully spread, the global message spread is 1.
The results are first presented and analyzed for the empirical
Congress, Lausanne and Shanghai mobility inputs, and then
for the synthetic datasets.
1) Empirical Mobility Data Results: The results of the
Congress1 (C1) and the Congress2 (C2) datasets are depicted
in Figures 5(a), (b). They show the message spread over
time for three different sync strategies with error bars for
selected points in time using Bluetooth (20.1k ) link settings
and the upper bound obtained when unlimited (∞
max ) link
settings are applied. The smaller C1 sample reaches close
to 50% global message spread after 500 rounds, the larger C2
sample is slightly above 30% for random syncing. With PR0.4
syncing, both datasets reach 75% message spread, because the
prioritized selection of messages yields a better propagation.
Even though the standard deviation is large, PR peer syncing
runs with Bluetooth settings converge to the unlimited link
setting results by a margin of approx. 15%–20%, whereas
RD peer syncing performs much worse.
The results for the Lausanne1 and Lausanne2 datasets
are shown in Figures 5(c), (d): with Bluetooth settings, the
Random, PR0.4 and PR1.0 syncing methods yield final global
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message spreads slightly below 10%, and the spread with
unlimited settings reaches around 55%, even though the number of nodes is similar to that of the C2 dataset. These
results are due to the large area covered by the nodes and the
bipartitioned network, whose two node clusters exhibit little
message exchanges, as analyzed in Sect. III.
For the Shanghai datasets seen in Figures 5(e),(f) the
results also show spreads between 10%–18% for the syncing
with Bluetooth settings and are thus similar to the results
obtained from the Lausanne datasets, despite the fact that over
4000 nodes participate in the network. The results for ∞
max
syncing reach 95% final spread, with a steep increase in the
first 50 rounds to 70% for Shanghai1 and 60% for Shanghai2.
This is due to the high connectivity of the Shanghai datasets
with about 9-10 times higher number of meetings per node
compared to that of the Congress and Lausanne datasets.
Concluding, it can be stated that mobile microblogging,
using solely local point-to-point links works well for sufficiently connected scenarios such as Congress1 and Congress2,
with link settings adjusted to Bluetooth. In the Lausanne
datasets the bipartition of the network hinders better message
spread, and in the Shanghai datasets the transmission technology’s bandwidth is the limiting factor. This shows that the
system works for small node numbers, and that it could be
deployed for larger ones if communication technologies with
sufficient bandwidth were available.
2) Synthetic Mobility Data Results: We now review the
ManhattanGrid and GaussMarkov synthetic datasets results.
The results after 500 rounds of simulation with Bluetooth
link settings for PR0.4 and Random syncing are shown
in Figures 6(a), (c) for ManhattanGrid mobility. For
GaussMarkov mobility, this is shown in Figures 6(b), (d),
respectively. Each figure depicts a heat map of the final global
message spread σ under a fixed sync strategy, for mobility
inputs with increasing number of nodes on the x-axis and
increasing area on the y-axis.
Random syncing for ManhattanGrid achieves a message
spread of 70% for 25 nodes up to an area of 25km 2 , and
for 200 nodes for areas up to 5km 2 . GaussMarkov only
achieves this message spread for 25 nodes up to 5km 2 , and for
100 nodes up to 3km 2 . PR0.4 shows higher message spreads:
70% spread is reached for 350 nodes up to 10km 2 in ManhattanGrid, and in GaussMarkov for 125 nodes up to 5km 2 .
GaussMarkov obtains a message spread close to 100% only
for small areas and 25 nodes, whereas ManhattanGrid exhibits
such a spread up to areas of 15km 2 for 25 nodes, which
then decreases to areas of up to 5km 2 for 150 nodes. This
shows again that the microblogging system works in smaller
areas under Bluetooth link settings for moderately sized node
numbers, but does not scale well for higher node numbers in
these areas.
The more densely connected mobility of ManhattanGrid
leads to a higher message spread than the less structured
mobility of GaussMarkov, and the selfish PR0.4 peer-syncing
similarly improves message spread over the Random peersyncing. Overall, the results are counter-intuitive: the observation of a degressive spread trend for increased node numbers
within the same area, and thus higher node connectivity that
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0.1k
0.1k
Fig. 5. Empirical mobility: global message spread σ with Bluetooth link settings for Prioritized (PR0.4 0.1k
2 , PR1.0 2 ) and Random (RD 2 ) syncing,
∞
and unlimited link settings for max syncing. (a) Congress1. (b) Congress2. (c) Lausanne1. (d) Lausanne2. (e) Shanghai1. (f) Shanghai2.

does not yield a better message spread, is a sign for bandwidth
as limiting factor, beside the mobility of the nodes.
Under unlimited conditions the final results after 500 rounds
of simulation can be seen in Figure 6(e) for ManhattanGrid
and in Figure 6(f) for GaussMarkov. The propagation of the
messages is positively influenced for higher node numbers
in the same area as anticipated, resulting in a progressive
message spread trend. A spread close to 100% is reached in
ManhattenGrid for 25 nodes up to areas of 20km 2 , and it is
constantly increasing so that from 200 nodes on, full spread is
achieved in areas greater than 70km 2 . In GaussMarkov nearby
100% spread is reached in areas up to 7.5km 2 for 25 nodes,
and from 400 nodes on, full spread is reached in areas greater
than 50km 2 .
To approximate how well link settings other than the introduced Bluetooth setting can converge to the Unlimited setting,

that is, the hypothetical upper bound, we ran a number
of experiments with varied link settings. Figures 7(a),(b)
show the global message spread mean σ̄ over time for the
n∈N a∈A σn,a
, with
synthetic mobilities, defined as σ̄ =
|N||A|
N = {25, 50, . . . , 400} being the set of node numbers,
A = {1, 1.5, . . . , 70} the set of areas, and σn,a the global
message spread for a scenario with n nodes in an area of
a km2 . For ManhattanGrid in Figure 7(a), the square-shaped
points at round 500, named 6(a), (c), (e), correspond to
the σ̄ -values of the heat map figures of the same name.
For GaussMarkov in Figure 7(b), the square-shaped points
analogously correspond to the Figures 6(b), (d), (f).
Overall we see that, for PR0.4 peer syncing, the hypothetical
upper bound can be reached by a margin of approx. 2% for
ManhattanGrid with a 10k
max link settings (and a margin of
approx. 6% with a 22.5k link setting). For GaussMarkov,
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0.1k
Fig. 6. Synthetic mobility: final round global message spread σ with Bluetooth link settings in (a)–(d) for Prioritized (PR0.4 0.1k
2 ) and Random (RD 2 )
∞
syncing, and unlimited link settings in (e)–(f) for max syncing.

Fig. 7. Synthetic mobility: mean global message spread σ̄ with varied link settings for Prioritized (PR) and Random (RD) syncing and unlimited ∞
max link
settings. The square-shaped points at round 500 named 6(a), (c), (e) and 6(b), (d), (f) show the σ̄ -values of the correspondingly captioned heat map figures
for ManhattanGrid and GaussMarkov, respectively. (a) ManhattanGrid. (b) GaussMarkov.

the margins are about 8% and 12%, respectively. For
Random (RD) peer syncing, the hypothetical upper bound
cannot be reached for both mobilities, and an increase in
link capacity from 22.5k to 10k
max only yields a marginally
better spread (and for ManhattanGrid the final values with
2.5k settings).
10k
max link settings are slightly lower than with 2
Random syncing results in nodes that indiscriminately re-send

duplicates of the same messages. For a higher message spread,
nodes should therefore use Prioritized syncing.
In conclusion, it can be stated that the limiting factor for
the propagation is the capacity of the transmission channel,
and not the empirical/synthetic mobility experienced by the
nodes. Prioritizing messages always yields a better message
spread than random syncing. Peer-syncing with more
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TABLE III
C OMPARISON OF E MPIRICAL AND S YNTHETIC S PREAD A FTER 500 ROUNDS

than 2 peers per round does only yield better spread for
datasets with node degrees higher than 2, i.e. the Shanghai
datasets.
3) Relation Between Empirical and Synthetic Mobility
Results: The real-world datasets represent specific scenarios
which correspond in part to some configurations of synthetic
mobility models. In this section, we draw a comparison
between the Congress and Lausanne datasets and their synthetic counterparts. Due to their high number of nodes, we do
not analyze synthetic scenarios corresponding to the Shanghai
datasets.
To compare results, we selected the synthetic scenarios
exhibiting the closest node count and 2-hour average node
degree as the corresponding real-world dataset.
Table III presents the spread after 500 rounds with different
synchronization strategies. The synthetic scenarios are labeled
with their mobility model, followed by node count and area
in km 2 .
We see that there is little spread discrepancy in the Congress
datasets, and almost nonexistent for the R D 20.1k message
synchronization strategy. However, Lausanne1 and Lausanne2
systematically show worse performance than the corresponding synthetic scenarios due to the network graph being nearly
bipartite, with only a few messages being exchanged between
the main two groups of nodes, which demonstrates the impact
of social aspects on performance.
V. P RIVACY AND S ECURITY
In this section we evaluate the goals of confidentiality
and anonymity. They are assessed against a global passive
adversary monitoring all network communication (peer syncs).
The goal of censorship-resistance is evaluated in the presence
of nodes either jamming the system or sending spam.
A. Confidentiality and Anonymity
The global passive adversary is not able to read any of
the encrypted messages, thus keeping confidentiality. Receiver
anonymity is achieved, since message content and group
memberships remain confidential, and thus the adversary can
only hypothesize about senders and receivers.
For sender anonymity, a global passive adversary monitors
all peer syncs taking place, and retrospectively tries to identify

Fig. 8. Sender anonymity over time for empirical mobility: given that a
received message has been created x rounds beforehand, what fraction of the
total node number on average could have been the sender.

the possible sender sets, assuming that a message was created
a specific number of rounds ago. The subsequently discussed
figures are based on a link setting with two peer syncs to show
the achievable sender anonymity levels.
Figure 8 depicts sender anonymity over time for the empirical datasets. Sender anonymity set fraction signifies how many
nodes on average could have sent a message to a receiving
node, given that this message has been created x rounds
beforehand, e.g., for Shanghai2, 60% of the 4445 nodes
could have been the sender after 50 rounds, whereas for
Lausanne2, only 20% of the 137 nodes could have been
the sender after 700 rounds. Generally, we can observe that
the underlying mobility highly determines how fast sender
anonymity increases. The high connectivity of the Shanghai
datasets thus yields a large possible anonymity set fraction
after few rounds, and the Lausanne datasets—due to their
bi-partitioned nature—yield small anonymity set fractions,
even after 700 rounds.
In Figures 9(a) and 9(b), for the synthetic datasets, the
number of rounds needed to achieve sender anonymity set
sizes of 80% with respect to the total node number are
shown as a heat map; no color indicates levels of anonymity
unobtainable within the illustrated upper bound of rounds, but
possibly with a larger one. The more connected the nodes
are, the faster a certain anonymity level can be reached.
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Fig. 10. Jamming: selected jammed runs with unlimited (∞
max ) syncing,
with Fig. 10(a) showing global message spread results for Congress2 and
Fig. 10(b) mean global message spread results for ManhattanGrid mobility.
(a) Empirical Congress2 mobility. (b) Synthetic ManhattanGrid mobility.

Fig. 9. Sender anonymity for synthetic mobility: the color indicates how
many rounds ago a received message would have had to be created, so that
80% of the total node number on average could have been the sender—no
color means this level of anonymity can not be reached in the given scenario
within the observed time span. (a) ManhattanGrid. (b) GaussMarkov.

Overall, the achievable sender anonymity is closely linked to
the underlying mobility.
B. Censorship-Resistance
Censorship-resistance means that an active adversary is
unable to stop the propagation of messages based on their
content, and that the system is not rendered dysfunctional in
terms of the achieved message spread. To evaluate censorshipresistance, we assume an adversary that either jams a fraction
of the nodes per round or one that injects spam messages.
Jamming is an attack used to stop the peer-syncing between
nodes by creating interference. We denote jammed simulation
runs by J j , with 0 ≤ j ≤ 1 being the fraction of all nodes
which are each round randomly disabled from peer-syncing.
Selected message spread results with J0.2 , J0.5 and J0.8
simulation runs are shown in Figure 10(a) for the Congress2
empirical mobility, and in Figure 10(b) for the ManhattanGrid synthetic mobility. The final round message spread of
Fig. 10(a) of J0.2 is about 22% lower than the unlimited
(∞
max ) one. The subsequent final round differences amount to
approx. 8% and 10% for J0.5 and J0.8 , respectively, totaling
to a loss of around 40% in the J0.8 with respect to the ∞
max
run. The synthetic ManhattanGrid results shown in Fig. 10(b)
exhibit a final round loss of approx. 2% from its unlimited run,
the subsequent losses being around 5% and 15%, amounting
to a 22% loss in J0.8 with respect to ∞
max . We can see

Fig. 11. Spamming: selected spam runs with Prioritized0.4 (PR0.4 ) syncing,
with Fig. 11(a) showing global message spread results for Congress2 and
Fig. 11(b) mean global message spread results for ManhattanGrid mobility.
(a) Empirical Congress2 mobility. (b) Synthetic ManhattanGrid mobility.

that jamming significantly lowers the spread and that the
Congress2 mobility is more susceptible to spamming. Yet,
the microblogging system still exhibits sufficient message
propagation.
Spamming is the injection of superfluous garbage messages into the network. The spamming nodes’ intent is a
Denial-of-Service attack on the microblogging system, since
their bogus messages can not easily be filtered out and create
network load. We denote spamming by Ss , with 0 ≤ s ≤ 1
being the fraction of nodes that are spammers. All spamming
nodes are not a member of any group and they peer-sync by
filling their send buffers with new spam messages each round.
These messages are indecipherable under any group key.
Selected message spread results are shown in Figure 11(a) for

1588

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 11, NO. 7, JULY 2016

the Congress2 empirical mobility, and in Figure 11(b) for the
ManhattanGrid synthetic mobility. The Congress2 final round
message spread in Fig. 11(a) is reduced from 74% to 47%
when the regular PR0.4 20.1k is run with S0.1 spamming (and
reduced to 33% with S0.4 spamming). The synthetic final
round results in Fig. 11(b) only show losses of 8% and 5%
with S0.4 spamming in comparison to the regular PR0.4 22.5k
and PR0.4 20.1k runs, respectively. If Random were used as
sync strategy, the resulting message spreads would be lower.
In summary, the results show that such a system can deal
with a certain amount of jamming and that it has some
robustness to spamming, if Prioritized is used as sync strategy.
VI. D ISCUSSION
Since the microblogging system draws primarily on node
mobility and on the technology used for peer-syncing, we
address in this section some limitations these technologies
impose, and briefly outline how these shortcomings could be
overcome.
A. Limitations of Mobile Anonymous Microblogging
In a decentralized system, the message propagation is based
on the mobility of the nodes in combination with the deployed
wireless communication technology. This also implies that
from a certain sparsity on in rural areas the scheme will
cease to work. If one group has several clusters of member
nodes moving in disjoint network partitions, their messages
will remain isolated within their respective partitions. The Lausanne dataset exhibits a case with a possible message spread
of around 50% due to an underlying bi-partitioned network
structure. In such cases more node movement, determined by
the underlying movement structures, or technologies that can
conduct peer syncs over a larger distance need to be deployed
to bridge partitions. However, one could also argue that the
assignment to the groups in the Lausanne case was done
without taking into account potentially existing social structures reflected in the movement, so that the resulting message
spread was lower. Consequently, we consider the system to
work better in small city boroughs, cf. ManhattanGrid and the
Congress cases, and in scenarios with similar node movement
patterns, i.e., the Shanghai cases.
Another potential system limitation stems from battery
power. The most consuming operation in terms of battery
are the cryptographic and the networking ones. To test the
cryptographic computational needs, we developed a small
Android application that decrypts 100 messages, i.e., the
amount of messages exchanged during a peer sync. Tests on
a Samsung S3 smartphone required around 1200 mW with a
CPU load of up to 40%. The decryption took 1.55 seconds.
Networking power levels depend on the transfer technology
used to establish pairings between nodes, with a total power
requirement increasing by 750 mW for Bluetooth and by
2500 mW for WiFi. With Bluetooth, the application could
approximately run for 30 hours [1].
B. Existing and Upcoming Technologies
The Congress datasets are the empirical mobility that
was collected in a field experiment using an app on

Bluetooth-enabled Android-smartphones with local point-topoint communications as foreseen in the system. In this setting,
longer pairing times were no obstacle, however, the pairing
time of devices before they can peer-sync should ideally be
lower than a couple of seconds, cf. the Shanghai datasets with
its many contact durations below 1 second.
Besides pairing time, partitioned networks and scalability
are issues asking for new technologies. Ideally, connection
establishments should be shorter than 5 seconds, so that short
contact durations could be used for peer syncs, paired with
a greater link capacity. Then a maximum communication
distance of 15m, the baseline in all conducted simulations,
might be sufficient, even though longer distances are desirable
to better bridge partitions. Existing and upcoming communication technologies, both wireless and optical, that can
be used for point-to-point peer-syncing, already exist [13].
One prospective optical technology that potentially could be
deployed is the one presented in [14]. This optical technology,
for instance, requires a free line-of-sight, what contrasts with
radio-based technologies, which are susceptible to jamming.
VII. R ELATED W ORK
We outline related work in general, then we focus on networking and mobility, and finish with microblogging systems.
An early peer-to-peer approach for anonymity in web transactions is Crowds [15]. Peers are used to create a mix cascade
over which web transactions are routed, with transport encryption established between each pair of nodes. Mix networks [16]
relay messages over multiple mixes that pool and send them
over to the next mix until they reach their receivers. The
two approaches of mix cascades and peer-to-peer have been
extensively discussed in [17]. Onion routing [18] adds layered
encryption to the mix network, and is the basis of Tor [19].
Both approaches, crowds and mixes, contain specific (uni-)cast
routing. In contrast, we deploy universal re-encryption instead
of a layered one, and messages spread agnostic to routing by
using direct communications only (peer syncs).
A. Anonymous Wireless Networking
Several routing protocols aim at providing anonymity to
users of wireless networks with an onion routing approach.
ANODR [20] builds a path between sender and receiver by
flooding the network with route requests. Only the intended
recipient is able to understand and reply to the request. The
nodes on the reply path add encryption information to the
route response so that the sender can build an onion around
the data it wishes to transmit anonymously. ASR [21] and
AnonDSR [22] work similarly. We note that a global adversary
may correlate sender and recipient by observing who replies
to which route request. The strength of onion routing on the
Internet relies on the difficulty of observing the entire network,
which may be less of an obstacle in wireless networks.
SDAR [23] hides the route requests and responses by
making the nodes to exchange keys only with their 1-hop
neighbors. Nodes assign their nearest neighbors a trust level
according to their network behavior and share a group key with
the ones in the same trust level to encrypt their communication.
A disadvantage in this scheme is that the recipient will know
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TABLE IV
OVERVIEW OF G OALS AND R ESULTS

the identity of all nodes in the path. Additionally, malicious
nodes might manipulate trust levels. In MASK [24], nodes
also exchange keys with their nearest neighbors to hide the
path of the request, however, the identity of the recipient is
transmitted in plaintext in the route request.
ARM [25] tackles the disadvantages of the previously
mentioned systems and proposes a solution based on singleuse pseudonyms to build routes between sender and recipient.
The previous approaches work only if the path between
sender and recipient is stable during the entire process. This
is hardly the case in a network of mobile users. While not
tackling anonymity, the authors of HumaNets [26] present
a delay-tolerant approach to route messages between mobile
nodes while protecting the users’ location privacy. Such a
network enables anonymization overlays to be deployed in
highly mobile scenarios.
In [27] a way of anonymously accessing online services
via the cellular network using hybrid networks is proposed.
Mobile devices cooperate over a local WiFi network to provide
anonymity to peers accessing online services, and peers are
anonymously rewarded for cooperating via a micropayment
scheme. In [28], a protocol made for smartphone users to
anonymously communicate in a mobile cloud is presented.
The protocol relies on opportunistic ad hoc communications
between smartphones and social-network properties to provide anonymity. Other approaches to anonymity and security
include [29]–[31].
B. Microblogging
Privacy-enhanced client-server microblogging similar to
Twitter is proposed in [32], detailing a microblogging server
that matches encrypted messages to subscribers using oblivious matching. However, as in [33], anonymity is no design
goal. To achieve it, the use of Tor or a subscription service
with unlinkability of user across logins such as [34] is needed.
Some wide area network dependent peer-to-peer microblogging systems exist, but they do not focus on anonymity and
censorship-resistance. Fault-tolerance and decentralization are
treated in [35]–[37], but not anonymity. In [38] a cryptographic
mechanism allows a peer to anonymously request messages
from peers, and in [39] a mix overlay network is constructed
over existing Twitter users for anonymity. Yet, both approaches
need Internet access, in contrast to our scenario.
Few microblogging systems in delay-tolerant networks as
used in our system exist. Floating content [40] foresees

information to stay geostationary in a fixed urban space, an
idea for which criticality conditions have been derived [41].
In a network setting similar to ours, [2] proposes community reputation to prevent flooding of the network with junk
messages. Yet, the foci are not on anonymity and censorshipresistance, and no other solutions in this niche are known to
the authors.
VIII. C ONCLUSION
We show how a mobile distributed microblogging system
allows to spread messages by direct, proximity-based peersyncing in real-world conditions. The available technologies
pose a bottleneck to message spread, for instance, Bluetooth
alone achieves only sub-optimal message propagation. This
demands for better suited technologies having both higher
bandwidth and faster connection establishment. Prioritized
message propagation is preferable to Random syncing. With
prioritization, the system performs reasonably well under
adversarial jamming and spamming, thus showing the desired
censorship-resistance, whilst maintaining message confidentiality and anonymity.
Table IV presents an overview of our goals, the corresponding results, and where they are analyzed in this work.
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